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Enforce Compliance

The Fully-Customizable Platform to Meet Any Compliance Standard

Regulatory and policy compliance is a fact of life for modern enterprises. From external standards like PCI-DSS, NIST, HIPAA, GDPR
and others, to internal requirements and best practices, maintaining compliance requires more than simply checking a box.

FireMon Delivers Customizable Network Security Policy Compliance

FireMon provides compliance management tools to create a proactive compliance posture, keeping you ahead of violations,
instead of chasing after them. Our industry-leading real-time platform streamlines security operations and ensures that
policies are consistent across the entire enterprise. This consistency is the key to our flexibility when it comes to providing

near comprehensive compliance support to a wide range of regulatory and legal reporting and compliance regimes. Highly-
customizable reports deliver a one-click overview of compliance throughout the entire environment tailored to precise business
needs. Automatic scans identify and remove rules that violate internal and external compliance standards including PCI-DSS,
HIIPA, GDPR, and many more. Real-time detection identifies and notifies administrators of existing policy violations and scans
for any new ones before changes are deployed.

FireMon Delivers Customizable Network Security Policy SUPPORTED COMPLIANCE
Compliance REQUIREMENTS
Out of the box, FireMon comes with dozens of preconfigured reports — HIPAA
designed to meet the reporting requirements of nearly all major compliance
frameworks. Each of these reports is customizable to meet the exact needs — NIST
of our customers. Additionally, we have a range of best practice and industry — PCI-DSS
standard reports to help simplify internal compliance reporting. Again, each
of these is fully customizable to meet the specific needs of any organization. — Sarbanes-Oxley (SOX)
The power and flexibility of FireMon's proprietary Security intelligence Query — NERC CIP
Language (SiQL) is built into the core of our platform, allowing not just easy _ CSA
and instant search, but also the creation of endlessly customizable reports
that can be run manually, on set schedules, or any time a change is detected — CCPA
in the network.
— GDPR
SiQL powers our ability to support these compliance standards and does
not require expensive professional services teams or created in a black box — 23NYCRR 50
by development teams (though we do have expert professional services as . and more

needed for particularly complex or unique needs.) As a result, any security

professional with a thorough knowledge of the applicable compliance
framework in question could create controls and build reports to support
reporting to match any compliance requirement. FireMon also provides the only API-first security policy management platform,
allowing deep integration into existing technologies and workflows without professional services engagements.
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Global Compliance

A few considerations for cloud workloads

CSASTAR
1SO/IEC 20000-1
1SO/IEC 22301
1SO/IEC 27001
1SO/IEC 27017
1SO/IEC 27018
SOC 1/2/3 Type 2
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DFARS
DoD DISA
FedRAMP
FIPS 140-2
HIPAA
HITRUST
MARS-E
GLBA
FERPA
GxP

Shared Assessments

DPP
FACT
FCA
NHS IG Tool kit
PASF
Cyber Essentials Plus
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GDPR
Privacy Shield,
ENISAIAF

Model Clauses

GB18030 K-ISMS
DICP
TRUCS (CCCPPF),

CS Mark Gold
a My Number Act
Meity FISC

MTCS

FireMon is able to support
a wide range of global
compliance standards

as they pertain to
maintaining and reporting
on firewall connectivity and
configurations, however we
make no claim to support
aspects of these standards
that fall outside security
policy management.

sox MAS
FFIEC ABS
ITAR

PDPA
IRAP
ARPA

Government CC Framework

NIST, PCC-DSS, HIPAA, privacy regulations such as GDPR, 23 NYCRR 500, CCPA, and many more compliance regimes demand
companies ensure that their operations comply with standard best practices and requirements. But no two companies are the
same. Global enterprises are often subject to a wide range of compliance regimes, ranging from ISO to SWIFT to SOX 1 and 2 to
NESA and SAMA to BSI and countless more.

FireMon simplifies policy management and compliance. Our proactive

. . . . . REGIONS & FRAMEWORKS
compliance engine monitors the environment continually for changes, and
alerts on any change that threatens compliance. Guardrails help keep new — UK:SOC 1 &2, PCI-DSS, GDPR, BSI,
policies and policy changes from running afoul of compliance requirements, 1S027001

and new policies can be tested prior to implementation to ensure they meet

compliance requirements. — DACH: SOC 1 &2, GDPR

— Middle East: NESA, SAMA, 1IS027001,
PCI-DSS

— Rest of EMEA: Swift

FIREMON

FireMon’s mission is to improve security operations that will in turn lead to better security outcomes. FireMon delivers industry-leading

security policy management, cloud security operations, and asset management solutions. Our platform is the only real-time solution that

reduces firewall and cloud security policy-related risks, manages policy changes, and enforces compliance. FireMon’s Cloud Defense solution
(formerly DisruptOps) is the only distributed cloud security operations offering that detects and responds to issues in the fast-paced public
cloud environments. Our cloud-based Asset Management solution (formerly Lumeta) scans entire infrastructures to identify everything in the
environment and provide valuable insights into how it's all connected.
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